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IEC 61850-3 (2002-01)

Communications Networks and Systems in Substations — Part 3:
General Eequirements

v

v

IEC TS 61000-6-5 (2001-07)
Electromagnetic Compatibility (EMC) -
Part 6-5: Generic Standards — Immunity for Power Station and
Substation Environments

v

IEC 870-2-2 (1996-08)

Telecontrel Equipment and Systems —
Pait 2: Operating Conditions — Section 2 Envirommental
Conditions (Climatic, Mechanical and Other Non-Electrical
Influences)

[EC 61000-4-x Series

Basic Immunity Standards

» 61000-4-2 (ESD)

» 61000-4-3 (Radiated RET)

* §1000-4-4 (Electrical Burst Fast Transients)

+ 61000-4-5 (Surge)

* 61000-4-6 (Conducted RFI)

* 61000-4-8 (Power Frequency Magnetic Field)

* 51000-4-11 (Voltage Dips — a.c. Power Supplies)
* 61000-4-12 (Damped Oscillatory Transients)

* 61000-4-16 (Mains Frequency Voltage)

* G1000-4-17 (Ripple on d.c. Power Supplies)

* 61000-4-29 (Voltage Dips — d.c. Power Supplies)

Figure 1: IEC 61850-3 Referenced
Standards
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one spare per IED type

Control

CSWI

PIOC
> —
CILO— = 2—PTOC

g
PTRC

CSWI: switch control, CILO: Interlocking DD
PIOC, PTOC: overcurrent prot., PTRC: Trip matrix FRIPIPp
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IEEE Standard 1646-2004" includes performance requirements within and external to a substation.
It originally specified a 4 millisecond delivery time within one substation for state change
messages. During the final review of the standard, that requirement was changed to % power
system cycle, which 1s = 4 ms at 60 Hertz and 5 ms at 50 Hertz. From a SCADA master to a
substation. the SCADA message delivery time requirement 15 one second. These are total delivery
times, from application to application — not just time on the wire.

IEC Standard 61850, by definition. applies only to communications within a substation. It
requires, as a minimum, a 10 Megabit Ethernet local area network (LAN). The early drafts of this
standard required a 4 millisecond delivery time of state change messages, application to
application. within one substation This 1s the now famous intra-substation “GOOSE™ message. To
this writer s knowledge. this 1s the onlv 4 millisecond requirement that has surfaced in the last five
vears. In the final draft, that requirement was changed to 3 milliseconds. Even with such a high
performance network, 1t 15 difficult to meet this requirement due to the time consumed 1n the
lication software.
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{xsd:simpleType name= “SubstationName” >

{xsd:restriction base= “xsd:Name>
{xsd:minLength value= “1” >
{xsd:maxlLength value= “64” >
{/xsd:restriction>
{/xsd:simpleType>

NIFEXMLSC AR, AT LA R T R
{Substation>Fg L WiE A< /Substation>
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{xsd:complexType name= “tSubstation” >

{xsd:sequence>
{xsd:element name= “name”  type= “SubstationName” >
{xsd:element name= “type” type= “SubstationType” >
{/xsd:sequence>
{xsd:attribute name= “area” type= “xsd:Name>

{/xsd:complexType>
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{typed> Ry </ type>
<{/Substation>




& X —A>EH il

1R RARLRY

SCL

E X —E1EH T 1258 K XMLAR
%XTM?i#%%%/

{8/~SCHEMASC 1S

I e SRR A

45
i y

4

S —




Subnetwork

1
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1.* Client access points

AccessPoint |
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0,1
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Server

< >— LN

Association

implemented by full LNode —Pp

name

DR

‘ 0.*

LNType

1

1

|1

ConnectivityNode
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Terminal

Substation
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Level
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{SCL, xmlns= “iec.ch/61850/2019/SCL”
xmlns:xsi=w3. org/2019/XMLSchema—instance
xsi:schemalocation= “iec. ch/61850/2019/SCL. xsd>

Xmlns — #4544 &5 [H]
Xmlns: xsi — & M xsite T 44 25 a]
Xsi:schemalocation - ¥57Exsifz SCRY S
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e?xml version 2%21.0"?>

Substation Section

<Subctation name="Atlanta">

Communication Section

<Communication>

IED Section

d L — e — A ] B I |

<AccessPoint name="S1">

Data Type Templates

<LNodeType 1d="ETRa" InClass="TCTR">

<DO name="Mode" type="myINC"/>
</LNodeType
<DOType id="myINC" cdgs"ENC">

<DA name="ctlVal " QE&"CO" bType="INT32"/>
</DOType>
<DAType id="myAnalogValue">

<BDA name="f"*bType="FLOAT32"/>
</DAType>
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m SSD: System Specification Description.

XML description of the entire system.

m SCD: Substation Configuration Description.

XML description of a single substation.

m [CD: [ED Capability Description.
XML description of items supported by an IED.

m CID: Configured IED Description.
XML configuration for a specific IED.
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» TJED Capability Description

» % B SR SRERH U RE M B EL B
1. LD, LN, DO. DA M RLNREUBAR B TE X
2. H{EEEdatasetE X g
3. ¥EHIFFELE tnbrcb. urcb. sgecb. /c g X

PELR A
1. AH HE=A1EDu &, H ZHRIA N TEMPLATE =Y
2. AL Substation, FAFRWZIANTEMPLATE
3. A LA Communicationytz
fFEDataTypeTemplatesiE X
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= System Specification Description
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A B
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= Substation configuration description
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Substationitz, N IEDJCZE, —{DataTypeTemplatesic =
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= (Configured IED Description
- RESEHICHIBCE E X
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1. TEDSEBRIE{E Hudk
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2R B T SCLE

18] fBQ1 Bay name=Q1>

{ConductingEquipment name= “QB1”
Eyne= “DIS”

type= “DIS” >
{/ConductingEquipment>
{/Bay>

i /| QBL {/ConductingEquipment>

i {ConductingEquipment name= “QA1”
X/ qa1 type= “CBR” >

i </ConductingEquipment>

i QB2 <Conductinglquipment name= “QB2”
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<LNodeType 1d="C8WIa" 1lnClass="CoWI™>
<D0 name="Mod" type="myMod"/ >
<D0 name="Beh" type="myBeh"/>
<D0 name="Health" type="myHealth"/
<D0 name="NamPlt" type="myLEL"/>
<D0 nawie="Pos" _TPP:"m"Pﬂﬂ"
<D0 name="GrpiAl" t
-/ LNodeTypex

<DOType 1d="myPos" cde="DEC"=
<Da name="stVal" fc="3T" bType="Dhpos" type="" dchg="trus"/>
<Da name="g" fo="MI" hType="Quality" gchg="true"/>
<DA name="t" fo="MI" bType="Timestamp"/ >
<DA name="ctlVal®” fe="C0" bType="BOOLEAN"/=
</ DOType=
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OL-BLOCK

VALUE-CTRL-B.

UnICAST-
SAMPLED

.1

Control Blocks

Substitution
Control

DataAttribute




Server
ServerDirectory
Association
Associate
Abort

Release

Logical device
LogicalDeviceDirectory

Logical node
LogicalNodeDirectory

Data
GetDataValues
SetDataValues
GetDataDefinition
GetDataDirectory

Data set
GetDataSetValue
SetDataSetValue
CreateDataSet
DeleteDataSet
GetDatasetDirectory

Substitution

Substitute
LinSubstitute

Setting group control
ActivateSG

SetSGValues

GetSGValues

GetSGControl

Reporting and logging
Buffered report control:
Report

AckReport

GetReportControlValue
SetReportControlValue

Unbuffered report control:
Report
GetReportControlValue
SetReportControlValue
Logging:
Getl ogControlValue
SetlogControlValue
QueryLogByTime
GetLogStatusValue
QueryLogByEntry

Generic Substation Event
GetReference
GetGSEElementNumber
GetGSEControlValue
SetGSEControlValue

Transm. of sampled values
Multicast SMVC:

GetMSMVCValues

SetMSMVCValues
Unicast SMVC:

GetUSMVCValue

SetUSMVCValue

GetNextUSMVC

Control

Select
SelectWithValue
Cancel

Operate
CommandTermination
Synchrocheck
TimeActivatedOperate

FILE transfer
SetFile

SetFile

DeleteFile
FileDirectory
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Logical Node

Get/Set
Dir/Definition




A AT

Controls

= Control value

" Qperate time

- Originator

. Control number
Status value "stVal<

- Quality

- Time stamp

control

w Substit. enable
- Substit. value

NN substitution
Substitute >
. Pulse configuration
Qf_ ; = Control model configuration,
@n igurate == SBO timeout description,

" SBO class and extension

@ @e'fdes%ﬁ‘;" 5 BIkOpn




/ Logical node

XCBR

Operate time
Originator

Control number
Status value "stVal”

Time stamp

Substit. enable
Substit. value

Pulse configuration
Control model
SBO timeout

SBO class

r— BIkKOpn

m Data- Controls
/ Attributes

Control value “ctival” 4 [isabibieldls

control

S Stotus value

status

substitution

configuration,
description,
and extension




dddXCBR1

I

L Logical Node Instance #
Logical Node Name per

IEC 61850-7-4 (breaker)

Optional Application Specific Prefix

XCBR1 ST Loc stVaI
L Attribute

Data

prefix digits + instance digits <7

Functional Constraint

Logical Node
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LN reference
» XCBR1
data reference
ED—POS » XCBR1.Pos
; — ctlVal data attribute references

------ stVal — & .Pos.ctlVal
.Pos.stVal

pulseConfig

- operTim .Pos.pulseConfig
.Pos.operTim

.Pos.q

.Pos.t
.Pos.origin

_ .Pos.ctINum

e d .Pos.d

- ctiModel Pos.ctiModel
-~ sboTimeout .Pos.sboTimeout
- sboClass .Pos.sboClass

: » XCBR1.Pos.tag

...... Origin
- CtINum




| LDName/LNName.
: DataName[.DataName[. ...] --1]

The inner sguare bracket “[. ...]" shall indicate further recursive definitions of nested data
attribute components.

LDName = up to 32 characters, application specific

LNName [LN-Prefix] LN class name [LN-Instance-1D]
LN-Prefix m characters (application specific)
LN class name 4 characters (for example, compatible logical node name as defined
in IEC 61850-7-4)
LN-Instance-ID n numeric characters (application specific)
m+n 7 characters

DataName up to 10 characters (as, for example, used in IEC 61850-7-4

FCD 29 characters including all separators “." (without the value of the FC)




~ LDReference
~ 2. LNReference

3. DataReference

4. DataAtctribReference

5. H B ObjectReference (DataSet. BRCB. SGCB&F)




. ribute

DataAttributeReference LDName/LNName.

(data attribute reference) DataName[. DataName[. ...]].
DataAttributeName[.DAComponentNam
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LCBRef
(log control block reference)

LDName/LNName.LCEName

P R e R R

LogRef
(log rafemnce]

LDName/LDName

GOOSE

GoCBRef
(GOOSE control block reference)

LDName/LLNO.GoCBEName

EeaE . ae roommn e e e

GsCBRef

LDName/LLNO.GsCBName

[GDDSE control block ref&ren-::a]

‘MSVCB

MsvCBRef

LDName/LLNO.MsvCBNam

(multicast sam plad value conirol bluck}

usves

UsvCBRef
(multicast sampled value control block)

LDName/LLNO.UsvCBNam
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\- DataAttrlbuteﬂ”c%ﬂMﬂE B,

1~

k£ H(FC)
ﬁwmmé
DataAttr.buteﬁﬂ:M;u, bﬁm:am* U s siE A H AR S
DataAttribute [C R 8, SHETHE. B, ;c&ﬁtduaw%mﬁa%
bE’JfETTﬂ’E(hﬁ%IH‘ﬁiL)%m

DataAttrlbute T4 Z‘u

DataAttribute{UE i rifd B, B IME AT 2 il (T*ﬂ? *%E:)ﬂlli HAR SN AE R

ERETE HEMHEE PEIF AT L.

DataAttr:buteﬁi%@aEf;w bE’ﬂET'ﬁ T& 15'3)@:4&[@& BE LSS, FELEH
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DataAttribute{CE iR E R, bE’J{E‘I‘ﬁ A,

secsasa@Eiﬁ&%ﬂﬁmaoatamnbuteaﬁémMMﬁ,ﬁljiéézﬁ}ésc. teg—
DataAttribute i — - U1 A2 RSGHME Horh— LGN T (8 GG 26135 <

ataAttribute(f An[E_

CsCar vs e rEr e

DataAttrlbuteTHa SGCB E&%iﬁﬁﬁ’iﬁ

HNEED
IIRELIHSG

DataAttrlbuteﬁ%%TF?ME B, 1’45 F 4y 4 25 [ (name space) ¥ 75 H T DL/T860.73,
DL/T860. 74E’JLN DATA. DataAtmbuteE’Hr}EEx REZ KEXH DataAttribute{ti R 1] 5

Attrlbute4t?%BRCBEﬁTﬁif%J B bE’HE_I 5. A,
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A48 5 DataAttribute /i (.

| i 48 5 DataAttributef ¥l (.
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DataAttribute HIIGEE VL B 1
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DataAttribute Eﬁ%}]ﬁ‘*{aﬁ@aﬁm
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dchg AC

(trigger option for data—change)

dupd AEI )|

(trigger option for data-update)

qchg i AR AL
(trigger option for quality-change)
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BRI LR

% B4R TR AT
BOOLEAN DL/T860.73, A br i
INTS -128 ~ 127 DL/T860.73, A i
INT16 -32,768 ~ 32,767 DL/T860.73, A b5tk
INT24 - 8388608 ~ 8388607 I bR 7 AbrifE

INT32 -2,147,483,648 ~ 2,147,483,647 DL/T860.73, A br
INT128 2¥*127 ~ (2¥%127)-1 TSR AT R 2 DL/T860.73
INTSU T 5% 0 ~ 255 DL/T860.73, 4ty i
INT16U T 5 %400 ~ 65,535 DL/T860.73, At
INT24U TS50 ~ 16,777,215 DL/T860.73, At
INT32U 55 HH0 ~ 4,294,967,295 DL/T860.73, A tx i
FLOAT32 {ELARIRE 5 A TEEE754 54K 55 17 5 50 DL/T860.73
FLOAT64 (B IATHE 1 )y TEEE754 X0k 7% 15 80 DL/T860.73
ENUMERATED ERAFPSE, RAERE L RTFHPY R, DL/T860.73, 4 ik
CODED ENUM HRARFE, RAKRRKE X ARFHPT . KA DL/T860.73, A by

SCSM- 1) =28

OCTET STRING PR BN E T ONN -2 DL/T860.73, < r
VISIBLE STRING SR R BN i S KK R DL/T860.73, Aty
UNICODE STRING SRR AU 8 S KK ! DL/T860.73

F 1 KEEHEAY “..STRINGnn”, nn R4
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fin Ji

an TR TE
JE& 144 IERE i) BB M/O/C
PACKED LIST
validity(5 (k) CODED ENUM good|invalid (JCZX) [reserved|questionable( P %%) M
detailQual(4HAL i J5i) PACKED LIST M
overflow (i) BOOLEAN M
outOfRange CGEA{EIT) BOOLEAN M
badReference (JRIE#EMEH) | BOOLEAN M
oscillatory (F}5) BOOLEAN M
failure (Hf&) BOOLEAN M
oldData (ZZ¥#) BOOLEAN M
inconsiSTent (A—%) BOOLEAN M
inaccurate CANHEAfD BOOLEAN M
source(Y) CODED ENUM process | substituted $ 44 process PICS SUBST
test(IX) BOOLEAN 44 FALSE PICS TEST
operatorBlocked (£ 1 i1 P8 BOOLEAN 544 FALSE ¢}




NARI LR

B4 ket i B

BT 44 MO AR ARk K (3 LIEC61850-7-2)
ANHZETAERE

TR TT RN AR AR 8 B AR R 2R iR e B M
Loc N AR M
EEHealth INS A0 % Al O
EEName DPL HP IR B O
OpCnt INS EAETHEL M
125 il
Pos DPC FFRhiE M
BlkOpn SPC ik '] P41 01 M
BIkCls SPC £ I A8 M
ChaMotEna SPC 7% HE LML o R O
THEE
SumSwARs BCR JEWT LA, AT A 0
REEE
CBOpCap INS Wi A i e M
POWCap INS SEAHIT B RES 0
MaxOpCap INS W R R, BTSSR R AR 0]
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1. BB A TR BIEE T R0 AR 5542 (1 a0
GOOSE. XiHHEA#H. EHH)

Logical Device

Logical Node

Get/Set
Sampled
Dir/Definition Values




NARI U R

B Rt T R TYE RS B HEE R
#IEHHIIM R R .

_— LLNO - logical node zero
LLI"IIJ represents LD specifc information
LD Speciﬂc _~ LPHD - logical node PHD (physical
device) represents PHD specifc

Information
LPHD

FPHD specrﬁc

EE specific name plate <= Eﬁ:}smm?:“

LN specific name plate, ... EE

Meaning of arrows:

end point = anlity
that hosts the
informaton

#
start point = enlity whose

inforrnation is represanted IEC 957/03
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3. B DLA 7 R AR

LLNO
LD specific

LPHD :
PHD specilic

IEC 958/03
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Server

Logical Device

nameplate, health

Logical Node

Control
Substitution
Get/Set

Dir/Definition

, Reporting

& Logging

» GOOSE

, Sampled

Values

Acticate

Setting Group

Association

Time Synchronization File Transfer
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f-l
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J_Pos |7 h_/] L

Logical Node
(1ton)

A

Logical Device -, Logical Device

(IED1) . N

Data

Physical Device
(network address)




NARI B

m [EC61850 01T 45 1 A2 FLhi H B8 R &n i 1)
RET 2K, RS DI Ae 0 i A e/ BT B A

-@%%F%ﬁ%%ﬁﬁ%ﬁ%%ﬁ,im’
O (RS EE)RIEE

R RCIRYSEYs- 4 WNAR DA e s U
DIRe, xS 2EANAR r ik B 2140 R Ge Al 2
B IR FEAHIS I IZHE T A




XCBR 7% 2%
XSWI B & 5%
TCTRHALJ A/ ES
ITVTRHE & B4
/SIMG 4a25 91 ot A
FICSWITF %%eﬁ%ﬂ
~=PTOC i PRid B it
“PTRC {RI Bk 5% 4

Primary technology o



AR S

Modeling example of one feeder

Bay Controller
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B ocivo: fosscswn E3T

RelayX 1PDIS

PTRC e as1_ciLo as1_cswi B
N 2PDI \

CTR o~ |laociLo ‘qoiéswi [Ty
A TCTRS .
A TviR L T e xawt
Relay Y PTOC aicio a1 cswi EIETTT

~ PTRC I>>PTOC MMXU .
T1A_TCTR]




IEC 61850







